~ UBNDTINH TAY NINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déoc Iap - Tw do - Hanh phiic

S6:626 /STTTT-TTGSPH Tay Ninh, ngay04 thang 4 nam 2024
V/v tang cudong bdo ddm an toan thong tin,
nang cao canh giac ddi v4i cac hinh thirc tan
cong ma hoa téng tién (Ransomware).

Kinh gui:
- Van phong Tinh uy;
- Vin phong Poan DPBQH va HDND tinh;
- Van phong UBND tinh;
- Cac co quan tham muu, giup viec Tinh uy;
- Mat tran T6 qudc va cac Doan thé chinh tri - x& hoi;
- Céac S0, ban, nganh tinh;
- Cac don vi nganh doc;
- Cac huyén, thi, thanh uy truc thudc Tinh uy;
- UBND céc huyén, thi x4, thanh phé;
- UBND céc x3, phuong, thi tran.

Qua theo ddi, giam sat khong gian mang caa Cuc An toan théng tin (B0
Théng tin va Truyén théng) phat hién xu hudng tin céng mang, dic biét 1a ma
hoa tan cong tong tién (Ransomware) dang c6 dau hiéu ngay cang tiang cao. Trong
thoi gian gan day, d4 c6 mot sé hé thong thong tin caa co quan, to chic, doanh
nghiép tai Viét Nam bj su cb tan cong, gay gian doan hoat dong va thiét hai vé
vat chat, hinh anh cua cac co quan, t6 chirc, doanh nghiép, ciing nhw hoat dong
bao dam an toan khdng gian mang qudc gia. Bién hinh:

- Ngay 25/03/2024, hé théng thong tin caa Tong cong ty c6 phan Bao hiém
buu dién (PTI) va Cong ty CP Chting khoan VNDirect bi tin cong Ransomware.

- Ngay 02/4/2024, hé théng thong tin cia Tong cong ty Dau Viét Nam
(PVOIL) ciing bi tan cdng véi hinh thire twong tu.

Ransomware 1a hinh thizc tdn cdng rdt nguy hiém. Cac may tinh, hé théng
thong tin khi b; tdn cdng thanh cong sé bi ma hoda toan bé di lidu c6 trén may tinh
va tin tdc sé tiép tuc thuc hién tan cong lay nhiem ma hoa di ligu cac may tinh
khac trong cling hé thang mang. Viéc gidgi ma khoi phuc lai di liéu cho may tinh
khi da bi ma hod gdan nhur khéng thé thuc hién, néu muon khdi phuc nguoi ding
sé phdi bé ra mét chi phi rdt I6n dé tra cho tin tac.

Hau qua tan céng Ransomware mang lai cho ngudi dung, cac hé thong
thdng tin 1a rat nghiém trong. Do d6, dé ting cudng dam bao an toan théng tin,
nang cao canh giac cho nguoi dung, hé théng thong tin co quan don vi ndi riéng
va toan bo cac hé thong thong tin dang hoat dong tai Trung tam tich hop dix liéu



cua tinh noi chung, S Thong tin va Truyén thong dé nghi cac don vi trén dia ban
tinh nghiém tuc thuc hién cac cdng viéc noi dung cu thé nhu sau:

1. Tuyét déi khdng thyc hién truy cap cac trang web, duong link la qua trinh
duyét web (Chrome, Firefox,...), qua email c4 nhan hoac bat ky hinh thtic nao khi
chua biét rd chinh xac thong tin.

2. Khong cai dat cac phan mém vai cac céng cu bé khoa khdng rd ngudn
g6c duoc tai trén mang Internet cho may tinh nguoi dung, may chi.

3. Thuc hién cai dat, cap nhat dix liéu méi nhat cho phan mém phong chéng
mi doc; Thuong xuyén thuc hién ra quyét ma doc cho may tinh ngudi dung, may
chu céc hé thong.

4. Thuc hién sao luu dir liéu trén may tinh ca nhan, sao Iuu dir liéu cac hé
thng théng tin trong pham vi quan 1y, luu trit tai nhiéu noi dé c6 thé phuc hdi khi
may tinh hoac hé thong théng tin bi tin cong ma hoa dix liéu.

5. Kiém tra, cap nhat cac ban vé 16 hong bao mat mai nhat cho céc hé diéu
hanh cua may tinh, may chu dang st dung.

6. Thuc hién tuy@n truyén, phd bién ting cuong nang cao canh giac cho
nguoi than, gia dinh va ban bé.

7. Truong hop phat hién céc tap tin may tinh bi ma hoa dit liéu tong tién
(tén tdp tin hién thi véi dang khac lg) nguoi ding thuc hién tat ngay may tinh va
lien hé can bd phu trach cong nghé thong tin hodc S& Thong tin va Truyén thong
dé cung phéi hop kiém tra.

Trong qué trinh thuc hién néu c6 vuéng mac lién hé: Phong Ha tang va An
toan thong tin mang — Trung tAm Giam sat, diéu hanh kinh té, x4 hoi tap trung -
bién thoai: 0276.3611169 — Email: hotro@tayninh.gov.vn

Tran trong./.

Noi nhdn: KT.GIAM POC
- Nhu trén; P , A
-BGP S¢& (dé b/c); PHO GIAM DOC

- Luu: VP, TTGSDH.
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